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When Practical Unix Security was first published more than a decade ago, it became an instant classic.
Crammed with information about host security, it saved many a Unix system administrator from disaster.
The second edition added much-needed Internet security coverage and doubled the size of the original
volume. The third edition is a comprehensive update of this very popular book - a companion for the
Unix/Linux system administrator who needs to secure his or her organization's system, networks, and web
presence in an increasingly hostile world.Focusing on the four most popular Unix variants today--Solaris,
Mac OS X, Linux, and FreeBSD--this book contains new information on PAM (Pluggable Authentication
Modules), LDAP, SMB/Samba, anti-theft technologies, embedded systems, wireless and laptop issues,
forensics, intrusion detection, chroot jails, telephone scanners and firewalls, virtual and cryptographic
filesystems, WebNFS, kernel security levels, outsourcing, legal issues, new Internet protocols and
cryptographic algorithms, and much more.Practical Unix & Internet Security consists of six parts:

Computer security basics: introduction to security problems and solutions, Unix history and lineage, and●

the importance of security policies as a basic element of system security.
Security building blocks: fundamentals of Unix passwords, users, groups, the Unix filesystem,●

cryptography, physical security, and personnel security.
Network security: a detailed look at modem and dialup security, TCP/IP, securing individual network●

services, Sun's RPC, various host and network authentication systems (e.g., NIS, NIS+, and Kerberos),
NFS and other filesystems, and the importance of secure programming.
Secure operations: keeping up to date in today's changing security world, backups, defending against●

attacks, performing integrity management, and auditing.
Handling security incidents: discovering a break-in, dealing with programmed threats and denial of service●

attacks, and legal aspects of computer security.
Appendixes: a comprehensive security checklist and a detailed bibliography of paper and electronic●

references for further reading and research.

Packed with 1000 pages of helpful text, scripts, checklists, tips, and warnings, this third edition remains the
definitive reference for Unix administrators and anyone who cares about protecting their systems and data
from today's threats.
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From reader reviews:

Steven Campbell:

This Practical UNIX and Internet Security tend to be reliable for you who want to be a successful person,
why. The explanation of this Practical UNIX and Internet Security can be one of several great books you
must have is giving you more than just simple studying food but feed you actually with information that
possibly will shock your earlier knowledge. This book is definitely handy, you can bring it almost
everywhere and whenever your conditions at e-book and printed people. Beside that this Practical UNIX and
Internet Security forcing you to have an enormous of experience for example rich vocabulary, giving you
tryout of critical thinking that we all know it useful in your day exercise. So , let's have it and revel in
reading.

Cheryl Bullen:

Practical UNIX and Internet Security can be one of your nice books that are good idea. All of us recommend
that straight away because this book has good vocabulary which could increase your knowledge in
vocabulary, easy to understand, bit entertaining but still delivering the information. The article author giving
his/her effort to get every word into joy arrangement in writing Practical UNIX and Internet Security
although doesn't forget the main place, giving the reader the hottest along with based confirm resource data
that maybe you can be considered one of it. This great information could drawn you into brand new stage of
crucial imagining.

Christopher Suttle:

Many people spending their moment by playing outside with friends, fun activity along with family or just
watching TV 24 hours a day. You can have new activity to enjoy your whole day by examining a book. Ugh,
you think reading a book can definitely hard because you have to bring the book everywhere? It fine you can
have the e-book, getting everywhere you want in your Touch screen phone. Like Practical UNIX and
Internet Security which is having the e-book version. So , why not try out this book? Let's notice.

Mary Bessler:

Is it anyone who having spare time after that spend it whole day by means of watching television programs
or just laying on the bed? Do you need something new? This Practical UNIX and Internet Security can be the
answer, oh how comes? The new book you know. You are and so out of date, spending your free time by
reading in this brand new era is common not a geek activity. So what these publications have than the
others?
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